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TEXT-pass® i

SECURITY MADE CONVENIENT.

Welcome to SAFEMLS® security using TEXT-pass® authentication option which allows you to receive
one-time SAFEMLS® passwords on your mobile phone as a text message. You must first enroll your
mobile phone to begin using TEXT- pass® as your authentication device.

ENROLLMENT PROCESS:

1 Go to http://www.mrmismatrix.com/matrix/login.aspx a n d ¢ | iRegkstertybue Toienolink to

begin the enrollment process.

|l

T Review
your records.

1T Agree

MRMLS

Mulfi-Regional Multiple Listing Service, Inc.

User ID:
Pin:
SafeMLS Password:

Login 3

Multi-Regional Multiple Listing Service, Inc.

e e L o o Lo ving trouble logging into your account.

Register Your Token | Lost or Broke Your Token / Change Your PIN / Forgot Your PIN

- — your session, please click Logout before closing your browser.
Please contact your Association for password or account changes.

Enter your User ID as prompted.
the Enroll ment Phigteréreenidyat bantdonl t okpt het

to the Enrol | memhAgredog.r eement by cl i cki

Step 1

Please enter your User ID:

This is the same as you currently use to login to the Multi-Regional MLS system.

Step 2:

Sample MLS Enrollment Agreement

m

In addition to the following, I hereby agree to abide by the Multi-Regional MLS Rules of
Conduct and Data Integritv Policy.

o I will not share my MLS token, password, or PIN.
« I understand that if I do I may lose all MLS privileges and face penalties up to and
including monetary fines. -

MRMLS Enroliment Agr t Printer Friendly

Step 3:

ENROLLMENT PROCESS:

For Assistance with your device please contact MRMLS at 800-925-1525 or www.imrmls.com/support

ng
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)
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http://www.mrmlsmatrix.com/matrix/login.aspx
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1 Verify your User ID is correct.

{1 Select fradio button () Yeson e x t | need to @nroll a SAFEMLS TEXT-passo If you are
enrolling a SAFEMLS® token or Supra device, please go to www.imrmls.com/training for a token
or supra user manual detailing how to enroll and use your device.

T CIl i Cokntinbe0 t o compl ete enroll ment

Step 1 Your UserID: testuser
This is the same as you currently use to login to the Multi-Regional MLS system.
Step 2 Please select your authentication device type:
| need to enroll a SafeML S® Authenticator Yes
I need to enroll a GE DisplayKEY™ or eKEY™ or ActiveKEY™ @ Yes
| need to enroll a SafeMLS® TEXT-pass™ Yes
Step 3: Continue

ENROLLMENT PROCESS:

T
1
1

Confirm your User ID
Enter and confirm your cell phone number.
Enter your activation code. The activation code is the 6-digit alphanumeric code provided to
you by your Association or Board of REALOTRS® office. If you do not have an activation code
please by your Association or Board of REALOTRS® office
Cl ilIcAgreed t o a c k thah thvdredsdhg potential for additional charges from your mobile
provider for text messaging services. CINextok tfio conti nue.

MRMLS TEXT-pass™ Enroliment

1St6p Your User ID: testuser

This is the same as vou currently use to login to the Multi-Regional MLS svstem.

Step Please enter your cell phone number including area
2 code:

Please re-enter your your cell phone number
including area code:

Step

= Please enter your activation code:

SafeMLS® TEXT-pass does not charge you a fee per
TEXT message sent or received. | understand and

agree that all charges related to sending orreceiving [ I Agree
TEXT messages on my cell phone are my
responsibility.

Step

Your cell phone provider may charge vou to receive TEXT messages containing passwords and to send
TEXT messages requesting passwords. Y ou should check vour cell phone agreement to determine what
those charges may be.

Ste
= P Next

2

For Assistance with your device please contact MRMLS at 800-925-1525 or www.imrmls.com/support 2
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Note: You should receive a new text message on your mobile phone with the TEXT Confirmation
Number.l t  wi | | be fMBECIHRER 7 3278372384 Ioérconfismation number. The
Confirmation number is in the message itself. This confirmation number must be entered in the next
page. If you do not receive a confirmation number within one minute, please contact your MRMLS for
assistance.

l Windowsinterhet EXploners X

() The SafeMLS server will now send a TEXT message to your cell phone. You will need the confirmation
L3 code from the message to complete your enrollment.

ENROLLMENT PROCESS:
1 Confirm your User ID
1 Answer the three (3) Secret Questions in the appropriate fields. These secret questions will be
used to verify your identity in the event your phone is lost, stolen or broken i remember them!
1 Check your mobile phone for a new message with the TEXT Confirmation Number. Enter and
confirm this number in the spaces provided.
Create and confirm a 4-digit PIN code. The PIN is 4 numbers.
Cl i Enkoll REY. 0

Step 1 Your UserID: testuser

= =4

This is the same as you currently use to login to the Multi-Regional MLS system.

Step 2 Secret Questions (used to verify identity for lost’/broken Authenticator replacement)
What is your birth city?

What is your birth year?

What is your mother's middle name? |

Step 3 TEXT Confirmation Number

Please enter the 6 character confirmation code from the TEXT message:

Please re-enter the 6 character confirmation code from the TEXT message:

Step 4 Please select a 4 digit PIN code:
Confirm your PIN code:

We recommend a code that you will easily remember such as your ATM or lockbox PIN code.

Step 5 Enroll KEY

1 The next screen displays notification that the enrollment process has been completed.

You have successfully enrolled your SafeMLS® authenticator.
You may start using your SafeMLS® Authenticator now.

Please add the SafeMLS® administrative address
safemls@imrmls.com
to vour address book to help make sure vou can receive email messages from the SafeMLS® system in case of a
lost or broken Authenticator.

Multi-Regional MLS

For Assistance with your device please contact MRMLS at 800-925-1525 or www.imrmls.com/support 3




SAFEMLS ® TEXT -pass © User Manual 09/15/08
USING TEXT-pass®

1 To Login go to http://www.imrmls.com and click on Matrix

MRMLS

Mulfi-Regional Multiple Listing Service, Inc.

Multi-Regional Multiple Listing Service, Inc.
mMatrrix
& Click here if you are having trouble logging into your account
Register Your Token / Lost or Broke Your Token / Change Your PIN / Forgot Your PIN

When ready to end your session, please click Logout before closing your browser.
Please contact your Association for password or account changes.

1 Enter your User ID and 4-digit PIN you created when you enrolled your cell phone for TEXT-pass.
a. Enter your alpha-numeric SAFEMLS® Password number in the field provided.
b. To obtain a SAFEML®® password, send a text message from your mobile phone to FISECURE®
(732873).
i. Note: Palm and BlackBerry smartphone users cannot send a blank message for
SAFEMLS requests i add a single character to the body of the text message.
c. Within seconds, you should receive a response to your message containing your next
SAFEMLS® password.
i. Note: Each request will negate any previously issued passwords, even if you have not
used them.
d. To retrieve future SAFEMLS® passwords, send a new text message as stated above, or simply
respond to the previous password request.
1 CIl i c kLoginbleuttof to complete the login process.

ADVANCED:

1 If your mobile phone is lost, stolen or broken, please report it immediately to your Association/Board or
MRMLS during normal business hours to receive a temporary password. Currently our Al Lost or
Broke My Tokeno |does ot function with TEXT-pass.

T SenB8TOR0O t o unsubscrpassplanf r om TEXT

SUPPORT and WARRANTY INFORMATION:
T Some cellular providersd text messages may be de
towers and your travel patterns.
9 If you need assistance using your SAFEMLS® authenticator, please contact MRMLS.

FAQO s :
Q) Is the use of a SAFEMLS®token required to access the MLS?
A) Yes i Anyone who accesses the MLS must have some type of authenticator for security purposes.

Q) Can I still access the MLS multiple times per day?
A) Yes i SAFEMLS"® has no effect on when you can access the MLS, but you must obtain and use a different
SafeMLS password each time you log into Matrix.

Q) How long does it take to receive my passwords via text messaging?
A) Results may vary among cell phone providers and are dependent upon your travel patterns. Most password
requests are received in as little as 10 seconds!

Q) Will my passwords always have letters and numbers?
A) No 1 but you will always have six characters.

For Assistance with your device please contact MRMLS at 800-925-1525 or www.imrmls.com/support 4
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